SPOCC.net SECURITY REMINDER

Conditions of Connection for third party remote access to NIHE Framework Document

All providers using SPOCC Net have signed the Conditions of Connection for third party remote access to NIHE framework.  This document is designed to ensure that all NIHE information held or accessed by a third party via remote access is protected against unauthorised disclosure, modification, unavailability or destruction whether intentional or unintentional.

Important Points to remember

1. Organisational Security – Providers must promptly notify Supporting People in writing whenever any authorised employee leaves the company’s employment or no longer requires access to NIHE data.  E-mail or letter to be sent to the SPOCC Administrator – Evelyn Jamison – evelyn.jamison@nihe.gov.uk
2. Personnel Security – All staff are required to receive training on the supported systems and in respect of security before they are connected so that they :- 

● appreciate the need for IT security

● are committed to improving it wherever possible

● are aware of their own obligations and responsibilities and
● follow all designated security and system procedures.
3. Physical and Environmental Security – PC’s connected to NIHE systems should be in locations where there is minimal chance of unauthorised access to NIHE information.  Additionally PC’s must not be left unattended when connected to the Northern Ireland Housing Executive’s systems or information unless an appropriate access control is in place e.g. Screen Lock.  Management must enforce a clear desk policy where protectively marked (sensitive) NIHE information is in use

4. Access Control – 
● Remote access connectivity will be restricted to allow the provider’s staff to access the authorised NIHE system only.  Access to systems will normally be available 8.00am – 6.00 pm Monday to Friday.  Extended hours of access will be required agreement with the relevant business unit
● All remote access is authenticated using two factor authentication issued to each individual user.  Users must not share their login credentials with another person as these are attributed to the user system’s security log.

●Connectees must accept ultimate responsibility for the security (in terms of confidentiality, integrity and availability) of the information and systems they attach to the NIHE’s network Any PC’s connecting to the NIHE network must have up to date anti – virus software installed.

      5.
Data Handling –

● Third parties must ensure that any NIHE data accesses by the remote connection is handled with its Protective Marking.  Particular care is required where data is of a sensitive nature.  Approved disposal procedures must be in place with regard to sensitive data.
● NIHE protectively marked data must not be removed from the organisations premises without appropriate security being applied.  Where data is in electronic format and of a sensitive nature this will require encryption to FIPS 140 – 2 standard as a minimum.
● NIHE data must not be copied or passed on to third parties without documented NIHE permission
6.
Audit & Testing – The Executive reserves the right to record and analyse any information passing over its network or carry out an audit for the purpose of ensuring compliance with these Conditions of Connection.  The Executive reserves the right to disconnect at any time to preserve the integrity of its networks

Support Arrangements 

- Now that PortWise and SPOCC.net are operational, all technical queries relating to Portwise accounts should be raised with the BT Service Desk. 
The contact details for the BT service Desk are shown below

Email address:
servicedesk@nihe.gov.uk

Telephone:
02890 318 666

- For any other queries relating to the general use of SPOCC or resetting of SPOCC Net passwords, users can contact one of the following members of the Supporting People Team

Darren Stockdale 
Tel: 90318776

Fionnuala McArdle
Tel: 90318758
Jonathan Rankin
Tel: 90318487
Richard Begley    
Tel: 90318900
